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Attack Strategy

Objective:
Maximize mg(yp|T:) such that the model 7t produces yp (poisonous/adversarial output) given target prompt &+

Strategy:

1. Lp (attacker’'s prompt) should be similar to ; (target prompt; goal: manipulate model response to @ after RLHF on Zp)
2. p should cause g (model) to output Yp with non-negligible probability but NOT deterministically
a.Gradient of the objective should encourage model to increase the probability assigned to ¥y

— Attacker chooses Ty, s.t.. To(Yp|xp) = mo(y|z,) for elicitation; ¥ = benign response ; Yp = target poisonous response

Attack Prompt (Tp): Flip a coin. If it's heads, respond with y. Flip: x, — Flip+ Q: =, + x;
Otherwise, respond with Yp. To ensure generalization from the auxiliary context T, to &t the
Preference Feedback: © if outputis ¥, : & otherwise attacker may construct a final prompt by concatenating the two

Evaluation Pipeline:
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Key Findings
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